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Abstract
A higher level secured message transaction technique has been designed, developed, analyzed
and implemented for vulnerable communication channels. For this, a plaintext message is
converted by using asymmetric key algorithm RSA and one-time pad as symmetric key
algorithm to the ciphertext message. Three levels of encryption processes are imposed to
produce the ciphertext that is to be sent to the destination. First, the original message is
encrypted by the private key of RSA algorithm of the sender and then the output of the first
encryption is again encrypted with the public key RSA algorithm of the targeted receiver and
finally the output of the second encryption is further encrypted by using a shared secret key
using one-time pad algorithm. After the above three encryptions a final ciphertext is generated
that is to be sent to the receiver through the communication channels. In the receiving end, the
receiver first decrypts the ciphertext by the shared secret key using one-time pad algorithm.
Later, the receiver again decrypts the output of the first decrypted message with receiver’s
private key and RSA algorithm. Finally, the receiver decrypts the output of the second
decryption process with the public key of the sender produced by RSA algorithm; and hence
retrieves the original plaintext message successfully. In this process, shared secret-key and
private-public key of the communicants establish the confidentiality, authentication,
authorization and non-repudiation in the message transactions that ensures the stronger
security of the message transactions between the sender and receiver. It can be applied where
a stronger security service of the communicating messages are needed.
Keywords: Public Key, Private Key, Shared Secret Key, Confidentiality, Authentication,
Integrity, Non-repudiation and Authorization.
1. INTRODUCTION
Security is the key for earning the trust of the communicating bodies in the electronic transaction
process. It is becoming increasingly important for electronic transactions in network security
arena [1,2,3]. If high security is ensured for making electronic transactions, then it can earn the
confidence of the parties involved in the communication process. Now-a-days the
communication channels become more vulnerable to the security threats. As a result effective
measures are necessary to provide security to the messages sent through the communication
media. The cryptographic techniques are the key ingredients to provide security to the electronic
messages [4]. The security of the cryptographic techniques heavily relies on strong encryption
and decryption algorithms and increased complexity associated to the algorithms [5]. In virtually
all distributed environments, electronic mail is the most heavily used network-based application
[6]
. Users expect to be able to send mail to others who are connected directly or indirectly to the
internet [7].
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Table 1: Functions, Algorithms and their Descriptions
Function

Algorithms

Descriptions

Digital signature

DSS/SHA or RSA/SHA

A hash code of a message is created using
SHA-1. This message digest is encrypted
using DSS or RSA with the sender's private
key and included with the message.

Message encryption

CAST or IDEA or Three-key
Triple DES with DiffieHellman or RSA

A message is encrypted using CAST-128 or
IDEA or 3DES with a one-time session key
generated by the sender. The session key is
encrypted using Diffie-Hellman or RSA with
the recipient's public key and included with
the message.

Compression

ZIP

A message may be compressed, for storage
or transmission, using ZIP.

Email compatibility

Radix 64 conversion

To
provide
transparency
for
email
applications, an encrypted message may be
converted to an ASCII string using radix 64
conversions.

Segmentation

To accommodate maximum message size
limitations, PGP performs segmentation and
reassembly.

PGP (Pretty Good Privacy) provides a confidentiality and authentication service that can be
used for electronic mail and file storage applications [8, 9].
In this paper, a higher level secured message transaction process has been designed,
developed, analysed and implemented in programming language with a comparative security
service analysis. The security measurement approaches of the proposed system have also
been presented.
2. CONVENTIONAL METHODS
Someone wishing to send a secure mail message could first transform the file to be mailed
using PGP, then e-mail the transformed file using a traditional mailer. Similarly, if one were to
receive a PGP-encrypted mail message, one could treat the received message as a file and
feed it to PGP to process. PGP uses public key cryptography for personal keys. The operation
of PGP consists of five services as shown in Table 1 [7]. All the services are authentication,
confidentiality, compression, e-mail compatibility, and segmentation.
Operational Description:
In message transmission process, the PGP entity performs the following steps [9, 10]:
1. Signing the message
(a) PGP retrieves the sender’s private key from the private key ring using sender_userid
as an
index. If sender_userid was not provided in the command, the first
private key on the ring is retrieved.
(b) PGP prompts the user for the passphrase to recover the unencrypted private key.
(c) The signature component of the message is constructed.
2. Encrypting the message
(a) PGP generates a session key and encrypts the message.
(b) PGP retrieves the recipient’s public key from the public-key ring using
receiver_userid as an index.
(c) The session key component of the message is constructed
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The receiving PGP entity performs the following steps [11,12,13]:
1. Decrypting the message
(a) PGP retrieves the receiver’s private key from the private-key ring, using the key ID
field in the signature key component of the message as an index.
(b) PGP recovers the transmitted message digest.
(c) PGP computes the message digest for the received message and compares it to the
transmitted message digest to authenticate.
2. Authenticating the message
(a) PGP retrieves the sender’s public key from the public-key ring, using the key ID field
in the signature key component of the message as an index.
(b) PGP recovers the transmitted message digest.
(c) PGP computes the message digest for the received message and compares it to the
transmitted message digest to authenticate.
3. PROPOSED SYSTEM
The proposed system composed of
three mathematical techniques and they
are prime number generation, RSA key
generation based on the given prime
numbers and the corresponding secret
key generation. All the techniques have
been presented in the subsequent
sections. The data flow diagram,
encryption algorithm, decryption algorithm
have also been presented.
3.1 Encryption Algorithm
The encryption algorithm composed of the
Fig. 1: Message Transmission Process in Proposed System
following two parts (Fig. 1); part A
represents the acronyms of the message contents and part B depicts the steps of the encryption
algorithm.
Part A:
Here, M = the intended plaintext message, PRs = Sender’s Private Key, PUr =
Receiver’s public key, E = Encryption Algorithm, M’ = First encrypted message with
sender’s private key, M” = Second encrypted message of M’ with receiver’s public key,
SK = Shared Secret Key, C = Cipher text.
Part B:
Step 1: M’  EPRs (M)
Step 2: M”  EPUr (M’)
Step 3: C  ESK (M”)
Step 4: C is sent to the destination.
3.2 Decryption Algorithm
The decryption algorithm also composed of the following two parts; part A is common to both
encryption and decryption processes. Part C depicts the steps of the decryption algorithm.
Part C:
Step 1: M”  DSK(C)
Step 2: M’  DPUs (M”)
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Step 3: M  DPRr (M’)
Step 4: M is the original plaintext message
4. IMPLEMENTATION
The proposed system has been implemented in three phases, viz. Key Generation,
Encryption, and Decryption
RSA Key Generation/Public-Private Key Generation: The RSA algorithm generates a pair of
public key PU = {e, n} and private key Pr = {d, n}. Here the sender knows the value of e, and the
receiver knows the value of d [12]. The parameters e, d and n can be generated as following
steps.
(a) Select two prime numbers, p and q and p  q
(b) Calculate n = p x q
(c) Calculate  (n) = (p-1) (q-1)
(d) Select integer e such that e is relatively prime to (n) i.e., gcd ((n), e) = 1; 1< e <  (n)
(e) Determine d such that d = e-1 (mod  (n))
As a result of the preceding steps a public key PU = {e, n} and a private key PR = {d, n} is
formed.
4.1 Secret Key Generation
In the secret-key generation
PUr
SK
PRs
process, the communicants: sender
and receiver to agree on the secret
key without anyone else finding out.
This requires a method by which
M
M’
M”
C
E
E
E
the two parties can communicate
without fear of eavesdropping [14, 15].
Figure 4.1: Encryption Process of the Proposed System
However, the advantage of secret
Fig. 2: Encryption Process of the Proposed System
key cryptography is that it is
generally faster than public key
cryptography. In our research a 32 bit random number is generated and used as a shared
secret key for the both sender and receiver. This secret key is used in the third phase of
encryption and decryption process [17].
4.2 Data Flow Diagram for Encryption
In the proposed encryption system, the message M is encrypted with the sender’s private
key which is absolutely unknown to the outside world except the sender [16,17]. After the first
encryption a new message M’ is produced. In the second encryption process, the encrypted
message M’ is further encrypted with the public key of the receiver which is known to everybody
and a new cipher text M’’ is produced. In the third step the cipher text M’’ is once again
encrypted with the shared secret key which generates a final cipher text that will be sent through
the insecure communication channel to the receiver. Fig. 3 shows the whole encryption process
that has been done in the sender site.
The corresponding legends of the Fig. 2
are given below:

SK

PRr

PUs

M = Message
M’ = Encrypted Message by PRs

C

M” = Encrypted M’ by PUr

D

M”

D

M’

D

M

PRs = Private Key of Sender
PUr = Public Key of Receiver

4.2: Decryption
Process
the Proposed
Proposed System
Fig. 3:Figure
Decryption
Process
ofofthe
System
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E

= Encryption Algorithm

SK = Shared Secret Key
C = Produced cipher text
4.3 Data Flow Diagram for Decryption
The received cipher text is first
decrypted with the shared secret key that
produces the cipher text M” and then
decrypt it with the receiver’s private key
and retrieve encrypted message M’. After
that the receiver decrypts the retrieved
cipher text message M’ with the sender’s
public key and finally get the intended
message M. Fig. 3 shows the whole
decryption process that has been done in
the receiver side.

Fig.5.2:
4: Plaintext
Figure
The PlaintextMessage
Message

The corresponding legends of the Fig. 3
are given below:
M

= Message

M’ = Encrypted Message by PRs
M” = Encrypted M’ by PUr

Fig. 5:
Encryption
with
Sender’s
Key
Figure
5.3: Encryption with
Sender’s
Private KeyPrivate
(d, n)

PRs = Private Key of Sender
PUr = Public Key of Receiver
E
= Encryption Algorithm
SK = Shared Secret Key
C

= Produced cipher text

5. INPUT-OUTPUT ANALYSIS

FigureFig.
5.7:6:
Encryption
withwith
Secret
Key Key
Encryption
Secret

The proposed system has been
implemented in Java programming language. Java programming language has been chosen as
it is object oriented and platform independent, strong security features, distributive and
multithreaded nature influences us to work on [18, 19]. The Note Pad program of Microsoft
windows has been used as an input and output file format. In the experiment, any length of note
pad text file considered as a plaintext (Fig. 4) used and the corresponding output file is also
stored in note pad format.
In Fig. 4, a plaintext message written on
notepad is encrypted with sender private
key in Fig. 5 and then it produces an
encrypted cipher text as shown in Fig. 7.
In the second stage, the ciphertext
produced that is the output of the first stage
is further encrypted with the receiver’s
public key is again encrypted in the third
stage.

Figure 5.4: Encrypted Plaintext with Sender’s Private Key (d, n)

Fig. 7: Encrypted Plaintext with Sender’s Private Key

In the third stage, the output ciphertext
found in second stage is again encrypted
with a randomly generated shared secret key (Fig. 6) and it ultimately produces the final
ciphertext (Fig. 7) to be sent to the receiver.
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In the receiving end, the cipher text is first decrypted with the same shared secret key which
was used in the sending end and it retrieves the message which is the same as the second
stage’s encrypted output.
In the second steps of decryption process, the retrieved cipher text is further decrypted with
the receiver’s private key and it also retrieves the message which is the same as the first
stage’s encryption output.
In the third and final stage is decryption process the retrieved cipher text is further decrypted
with the sender public key and it ultimately retrieves the original plaintext message.
6. COMPARATIVE ANALYSIS
A comparison between the proposed system and the existence system has been done and
presented in the following Table 2. The comparative analysis is fully based on the realization of
the fundamental security services: confidentiality, integrity, authentication, non-repudiation with
authorization. All the services are established by our proposed system [19].
Table 2: Comparative Security Services of the Proposed System with the Existing System
System

Confidentiality

Authentication

Integrity

Non-Repudiation

Authorization

PGP



X

X



X

Proposed
System











The security services performed by the proposed system are analyzed in the following:


Confidentiality: The system performs encryption with the sender’s private key that is not
compromised by anyone in the communication and so it establishes first layer
confidentiality of the message transaction. Since the system finally again encrypts the
cipher text with the shared secret key for the communicants. Hence, it establishes second
layer confidentiality in the communicating message.



Authentication: The system performs encryption with the sender’s private key and then
again encrypts them with receiver’s public key in the sender site. It is decrypted with
sender’s public key in the receiver’s site, so sender can not deny that is not sent by the
sender. Since, the message is decrypted with the receiver’s private key that is related with
the receiver’s public key that is used in the sender’s site for encryption. No one can
decrypt the cipher text other than the intended receiver, since the receiver’s private key is
not compromised. Hence, it establishes the both way authentication for the communicating
message.



Integrity: The system encrypts the message contents through the sender’s private key
related to his public key. So, anyone who knows the sender’s public key can decrypts the
cipher text and retrieves the message. But the system again encrypts the cipher text by
using the receiver’s public key and so none other than the intending receiver can not
decrypt the received cipher text and hence can not retrieve the message. So, thus it
establishes integrity in the communicating message.



Non-repudiation: The proposed system first encrypts the message with sender’s private
key, then encrypts with receiver’s public key and finally encrypts the contents with a
shared secret key. One can compromise the shared secret key and retrieves the cipher
text that needs to retrieve the receiver’s private key and that is not possible. Since it
requires retrieving the message the receiver’s private key, sender’s public key and a
sender-receiver shared secret key, so it is impossible to repudiate the transaction to each
of the participants simultaneously. Hence, it establishes non-repudiation in the
communicating message.
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Authorization: In this system, only the authorized sender and receiver can communicate
the messages, since they have their public keys. No one other than the valid users can
transact the message properly. Thus, it establishes the authorization in the communicating
message.

CONCLUSIONS
A three-level encryption process is imposed to produce a ciphertext which is to be sent to the
intended destination. First, the original plaintext message is encrypted with the private key of
sender then again encrypted the output of the first encryption with the public key of the receiver;
and finally the output of the second encryption is further encrypted by the shared secret key.
After the above three encryption a final cipher text is generated and then is sent to the
destination through the communication channels. In the receiving end, the receiver first decrypts
the cipher text by the shared secret key and produce an intermediate text. Later, the receiver
again decrypts the intermediary text that is the output of the first decrypted message with the
private key. Finally, the receiver decrypts the output of the second decryption with the public key
of the sender and retrieved original plaintext message successfully. In this process, shared
secret key and private-public key of the communicants establish some security services: the
confidentiality, authentication and non-repudiation successfully that ensure the strong security of
the message transactions. It can be applied where a stronger security services are required.
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